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BACKGROUND 
 
[1] On January 22, 2020, Northwest Territories Health and Social Services Authority 

(NTHSSA) notified the Office of the Information and Privacy Commissioner (OIPC) 

of an unauthorized disclosure of a patient’s personal health information. On 

November 7, 2019 an employee at the Fort Smith Health Centre discovered a 

package of documents in a staff washroom. The documents were found face up on 

the floor of the washroom and consisted of eight pages stapled together, all about 

the same patient. The documents contained a patient’s “heart tracings and lab 

results” – diagnostic results of tests which had been ordered by a physician during 

an Emergency Room visit.   

 

[2] NTHSSA’s Final Report, dated January 21, 2020, indicates the affected patient 

was notified of the unauthorized disclosure by letter dated November 22, 2019 and 

that the incident was reported to the OIPC by letter dated November 26, 2019. 

Due to some mistake, NTHSSA did not send the notice letter dated November 26, 

2019 to the OIPC until January 22, 2020. 

 

[3] Access to the washroom is restricted to facility staff and uses a card lock system 

for access. After its investigation, NTHSSA initially advised the IPC it was unable 

to determine how the documents came to be left in the staff washroom. The IPC 

asked NTHSSA if the lock system for the washroom would allow an audit to be 

done to determine who had accessed the washroom during the day in question 
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and if it could identify which employees were involved in the care of the patient in 

question prior to the discovery of the records. 

 

[4] NTHSSA officials investigated further and provided an audit log of access to the 

washroom on the day in question. The employee who found the records could not 

recall what time of the day the records had been found but the audit record 

showed the employee had entered the washroom just before 10:00 am on the day 

in question. NTHSSA was also able to identify the employee who had used the 

washroom immediately prior to the document discovery, but this staff member 

claimed to have no recollection of the incident or of managing or handling the 

records in question. This employee advised that he would never carry patient 

information to the washroom.   

 

[5] NTHSSA also elaborated on the expected workflow for such patient information 

and explained that it was not able to identify specifically who had been handling 

this client’s records on the day in question. Typically, Emergency Room 

encounters still generate paper records and those records flow within the facility 

for review, signature, coding, scanning and linking, etc.  These activities require 

record handling by various staff, including physicians, ward clerks, clinic 

assistants, medical records staff, and potentially a casual or locum staff member 

who is assisting with the workload. It is only after the necessary record 

management processes have been completed that records are physically filed in 

the patient’s chart.  NTHSSA does not track which employees handle particular 

paper records in the course of an Emergency Room patient treatment situation. 

 

[6] NTHSSA advised that this incident occurred at the same time a DynaLIFE system 

upgrade was occurring. The upgrading process temporarily interrupted and 

changed the normal workflow. During this period, paper copies of all DynaLIFE 
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laboratory results needed to be reconciled with the electronic medical record 

(EMR) to ensure that the results were flowing properly into the patient’s EMR. This 

required hard copies to be produced which may not have been necessary 

otherwise.  

 

[7] Essentially, NTHSSA advised that because of the workflow of the facility on that 

day there were many employees who may have been required to handle the 

records in question and it was not possible to retrace the records’ path from 

person to person within the facility.  It is obvious that the purpose of these patient 

medical records was not to rest in the staff washroom and alarming that no 

employee ever discovered that his or her task in respect of these records was 

never completed.  It strains credulity that these records were never missed by any 

staff, either at the time or upon later investigation. 

 

THE APPLICABLE LEGISLATION 

 

[8] The HIA regulates the collection, use and disclosure of personal health information 

by health information custodians. Section 1(1) of the Act defines “health 

information custodian” to include “a prescribed organization responsible under the 

Hospital Insurance and Health and Social Services Administration Act for the 

management, control and operation of one or more facilities from which health 

services are provided”. The Hospital Insurance and Health and Social Services 

Administration Act establishes the Northwest Territories Health and Social 

Services Authority, which administers and manages most health service facilities 

in the Northwest Territories, including the Fort Smith Health Centre.  Section 

1(1)(b) of the Health Information Regulations prescribes the NTHSSA as a health 

information custodian. 
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[9] Pursuant to Section 4, the HIA applies to all records containing personal health 

information that are in the custody or control of a health information custodian.  

There are exceptions, none of which apply to this case. The HIA applies to these 

records. 

 

[10] Section 8(1) of the HIA requires all health information custodians to establish 

appropriate standards, policies and procedures to ensure compliance with the 

legislation.  

 

[11] Section 1 defines "Disclose": “to release information or make information available 

in any manner, including verbally or visually, to a person or organization.”   

 
[12] Part 4 of the HIA deals with the collection, use and disclosure of personal health 

information.  Section 38 of the HIA states: 

 

38. A health information custodian shall not disclose personal health 
information about an individual unless 

(a) the custodian has the express consent of the individual and   the 
disclosure is necessary for a lawful purpose; or 

(b) the disclosure is permitted or required by this or another Act, or by 
an Act or regulation of Canada. 

 

DISCUSSION 

 

[13] The HIA governs how health information custodians can collect, use and disclose 

personal health information. As a health information custodian, NTHSSA had an 

obligation to keep the patient’s records confidential.  These records were left in a 

semi-public space in which individuals who had no operational need to see the 

records were able to see and read them and at least one such individual - the 

employee who found the records - did read them, or at least a portion of them. 
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There is no evidence of patient consent and the disclosure was not otherwise 

permitted or required by legislation.   

 

[14] NTHSSA concedes that the circumstances of this case amount to a disclosure 

under the HIA and that the disclosure was not authorized.  

 

[15] There are two matters of concern in this review that arise from the custodian’s 

failure to follow the existing Privacy Breach Policy. The first concern is with the 

thoroughness and timeliness of the investigation into how the records were left in 

the washroom. The second is the delay in reporting the matter to the OIPC and to 

the affected individual. 

 

The Investigation: 

 

[16] In its preliminary report to our office, NTHSSA stated “the organization was unable 

to determine how the documents came to be left in the staff washroom”.  NTHSSA 

provided no details of the investigation of how the records had made their way 

from the emergency department to the staff washroom. My office asked for further 

information, including whether access to the washroom was controlled 

electronically and, if so, whether an audit could determine who had used the 

washroom in question during the material times.  In response, NTHSSA did an 

audit and determined the time that the employee who had found the documents 

had accessed the washroom, as well as those who had used the washroom before 

that.  The person who had used the washroom immediately before the employee 

who found the records denied that he had left the documents in the washroom.  

 

  

 

20
21

 N
T

IP
C

 6
5 

(C
an

LI
I)



 

6 

 

[17] NTHSSA apparently did not seek to interview any other employee who had used 

the washroom that morning to see if they could pinpoint how the papers had found 

their way there.  There is no information about other people interviewed. 

 

[18] My office also asked NTHSSA to provide a list of employees who would have 

handled the records and NTHSSA advised it could not do that because of how 

many employees would have been involved in the patient’s care on the date in 

question. Nevertheless, the NTHSSA’s Final Report describes the effort as a 

“thorough investigation.”  With respect, more could and should have been done to 

identify who had been working in the Emergency Department on the day in 

question, to identify who had been involved in the patient’s care and who might 

have had reason to be handling the patient’s records on that date.  

 

[19] Recognizing that resources for such tasks are often in short supply, it should not 

be unreasonable for NTHSSA to dedicate the time and effort required for an 

appropriate investigation in such a small facility. Short interviews with each of 

those employees would likely have assisted in identifying what went wrong and in 

addressing the issue to prevent any recurrence. While there may be several 

employees legitimately involved in a patient’s care and administrative follow-up, 

the workflow should be such that the progression of records created can be traced. 

The questions are obvious and not overwhelming: Who ordered the tests? Where 

and how were they delivered? Who received them? What did that person do with 

them? Where did they go from there and for what reason? The custodian should, 

when necessary, be able to track the progress of any piece of paper it produces 

from one employee to another during any particular shift.  By making the inquiry in 

a timely matter, the custodian should be able to determine what went awry and to 

address any gaps in process or security that might have contributed to the error. 
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[20] It appears that the initial investigation done by NTHSSA was not so thorough. 

While the incident happened on November 7th, our office was only notified on 

January 22nd, at the same time we received the final report.  It was late February, 

responding to this office’s inquiries, that NTHSSA took further steps and obtained 

the audit report and interviewed two individuals about the incident. This incident 

occurred in a busy health care facility during a normal working day, and there does 

not appear to have been anything that occurred that was out of the ordinary or 

particularly memorable. It was a normal day in which patients came and went and 

employees moved from place to place and, occasionally, used the washroom. 

Nothing about the day would “stand out” for an employee. It is not, therefore, 

surprising that when questions were asked some three months later, the 

employees could not remember their specific movements on the day in question.  

Of course, someone may have realized at some point that they no longer had the 

records that they had been tasked to do something with for the patient.  Had the 

investigation taken place in a timely manner and involved each of the people who 

may have handled the records, it is far more likely that the investigation would 

have determined where ‘the train left the tracks.’ 

 

[21] NTHSSA is subject to and bound by a set of policies issued by the Department of 

Health and Social Services under a ministerial directive issued in March, 2017. 

One of these is the Privacy Breach Policy, which sets out the steps that are to be 

taken by a health information custodian when an unauthorized collection, use or 

disclosure of personal health information is either discovered or suspected. Among 

other requirements, the policy directs health information custodians to “carry out a 

full investigation” of confirmed privacy breaches, and to “determine and ensure the 

implementation of long-term response measures to address confirmed privacy 

breaches and to prevent similar privacy breaches from occurring in the future”.  

The policy goes on to provide that privacy breaches are to be reported “as soon as 
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reasonably possible” to the appropriate employee within the organization. And, the 

policy requires all investigations under the policy to be properly and thoroughly 

documented. While it is not clear what documentation was done, it would have 

been helpful to draw on some of this documentation to assist our analysis of the 

custodian’s claim that it was not possible to identify how the breach occurred. 

 

[22] The primary purpose of doing this kind of investigation is not to establish personal 

responsibility or to lay blame but to determine how the breach occurred so that 

steps can be taken to prevent similar incidents from happening in the future. The 

Privacy Breach Policy supports this goal. In this case, the initial investigation report 

was cursory at best and the subsequent investigation steps prompted by his office 

did not produce sufficient clarity or detail to understand how the incident occurred. 

As a result, NTHSSA lost an important opportunity to learn from the occurrence 

and, perhaps, to prevent a similar breach in the future.  

 
Notification to the Information and Privacy Commissioner:   

 
[23] Section 87 of the HIA states: 

 
87. Subject to any prescribed exceptions, a health information custodian shall give notice 
to an individual and, if applicable, to a prescribed person or organization, as soon as 
reasonably possible if personal health information about the individual is  

(a) used or disclosed other than as permitted by this Act;  

(b) lost or stolen; or  

(c) altered, destroyed or otherwise disposed of without authorization. 

[emphasis added] 
  
[24] Schedule 1 to the Privacy Breach Policy states “Where the initial review confirms 

the occurrence of a privacy breach, the Authorized Employee may proceed to 

notification as set out in Schedule 3.”  Schedule 3 requires written notice to the 

affected individual and to the Information and Privacy Commissioner.   
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[25] The statutory requirement of notice “as soon as reasonably possible” provides 

clear direction.  Correspondence from the NTHSSA on January 22, 2020, indicates 

that the breach notification letter to the OIPC was “mistakenly not submitted 

November 26, 2019.”  There was no further explanation of the cause of the delay, 

but it appears to have been inadvertence or a clerical error of some kind.  Had the 

notice been sent in November rather than January it is possible this might have 

affected NTHSSA’s attention to, and the pace of, the investigation.  

 

CONCLUSION: 

 

[26] I find there was an unauthorized disclosure of a patient’s personal health 

information by the NTHSSA. I also find that NTHSSA’s initial investigation was 

neither timely nor thorough and that, as a result, it could not determine the root 

cause of the breach with any certainty. Clearly, an employee left the records 

unattended in a semi-secure washroom and apparently never advised anyone, 

either at the time or later, that he or she had yet to complete a task respecting 

those records.  The employee failed to follow proper protocols while handling this 

patient’s personal health information records, but without more it is not possible to 

analyse the error further to consider whether a change to the protocol may have 

helped to prevent the breach.   

 

[27] NTHSSA says the incident was reviewed at the Regional Manager’s meeting in 

November and an email had been sent to “all,” outlining the privacy protocols for 

safe handling of patient information, and another email was sent to all Regional 

Managers reminding them to collaborate with the Quality Risk Manager to ensure 

the mandatory privacy training is completed with all staff in all departments. These 

are all appropriate steps in response to this incident. In my view, something more 

is called for. 
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RECOMMENDATIONS 

 

I recommend as follows: 

 

1. That one employee be identified in each region to be responsible for privacy 

breach investigations and that this employee be provided with the training and 

tools required to conduct effective, timely and thorough privacy breach 

investigations; 

 

2. That the facts of this incident be incorporated, with appropriate redactions, into 

privacy training materials to serve as a real-life example of a privacy breach and 

how to avoid such a breach; 

 

3. That NTHSSA regularly require all Regional Managers to confirm that all 

employees have completed the required privacy training or to confirm what steps 

the Regional Managers are taking otherwise to ensure compliance with the 

Mandatory Training Policy;  

 

4. That NTHSSA prioritize privacy breach investigations and ensure that all such 

investigations are completed as soon as reasonably possible, which in most 

cases should be within 30 days of discovery of the privacy breach; and  

 

5. That NTHSSA ensure that the requirements of the Privacy Breach Policy 

regarding notice of a privacy breach and regarding the documentation of 

investigations be adhered to for all privacy breach investigations. 

 

 

Andrew Fox 
Information and Privacy Commissioner      

20
21

 N
T

IP
C

 6
5 

(C
an

LI
I)


