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SUMMARY 
 
This review addresses similar privacy breaches that occurred within two separate public bodies 
– the Department of Infrastructure and the Department of Finance.  The privacy breaches arose 
from the public bodies’ use of the Digital Integrated Information Management System (DIIMS) 
without using the available security measures to protect the personal information stored in 
electronic records.  The privacy breaches arose in unrelated circumstances, yet the underlying 
causes are so similar that I have reviewed the two matters together and the recommendations 
are applicable to both public bodies.   
 
 
BACKGROUND 
 
Department of Infrastructure 
 
Insecure storage of electronic files: 
 
[1] On August 23, 2019, an employee, Applicant A, of the Government of the Northwest 

Territories (GNWT) submitted a request for review to this office alleging a breach of 
privacy arising from the GNWT’s electronic information management system, the Digital 
Integrated Information Management System (DIIMS).  Applicant A reported that records 
containing personal information of Department of Infrastructure (DOI) employees were 
stored insecurely in a DIIMS folder that was accessible to a broad range of the 
Department’s employees.  The Applicant was concerned that the records should be 
stored in a secure manner so that only employees with lawful authority could access 
them. 

[2] This situation came to light when a colleague suggested that Applicant A do a search in 
DIIMS using Applicant A’s name.  Applicant A discovered records with potentially 
sensitive human resource information regarding employees of the DOI, including 
Applicant A, in an unsecured DIIMS folder.  These records contained personal 
information as defined in the Access to Information and Protection of Privacy Act 
(ATIPPA). 
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[3] Between September 2019 and February 2020, the Information and Privacy 
Commissioner (the Commissioner) and DOI officials corresponded about the location of 
the information identified by Applicant A.  Applicant A had not notified anyone within 
DOI about the unsecured DIIMS records and there was some delay before all the 
unsecured records were located. 

[4] Initially, DOI located an unsecured folder containing records copied and stored there by 
Applicant A’s supervisor.  The supervisor is said to have had DIIMS training and should 
have been aware of the need to set restrictive access permissions to the folder but did 
not do so.  In a letter dated October 30, 2019, DOI explained that it had located this 
folder and confirmed it had been viewable to all DOI employees.  DOI immediately set 
appropriate permissions to secure the folder.  

[5] DOI confirmed that it conducted an audit of the folder; only two authorized employees 
had previously accessed the records in question – the supervisor and a person who 
conducted a record search pursuant to an access to privacy request.1   While broad 
access had been possible, it appears there was no instance of unauthorized access of 
these records from this folder.   Applicant A confirmed later that this was not the folder 
which was the original subject of concern. 

[6] On February 24, 2020, a different DOI employee notified the DIIMS Service Desk that 
personal information of DOI employees was accessible to other DOI employees on 
DIIMS.  This information assisted DOI to locate another unsecured DIIMS folder. DOI 
reports that it immediately applied ‘security permissions’ to this folder.   

[7] Next, on February 25, 2020, DOI commenced an audit of the folder to determine which 
DOI employees had accessed the folder and what specific records those employees 
viewed.  This action led to a significant effort to respond to any potential and actual 
breaches of privacy.  As described below, the situation arose due to a failure to utilize 
the appropriate security functions available in DIIMS. 

 

Department of Infrastructure’s investigation: 

[8] DOI advised that it created a team of five staff to conduct an audit of the records in the 
folder and thereby determine the nature and scope of the privacy breach.  An initial 
review of 20,000 records identified that 7,000 records were accessed inappropriately by 
employees other than the ‘owner’ of the folder.  The team then determined there were 
1200 records within the 7000 that contained personal information.  Another DOI staff 
member reviewed these 1200 records and determined that the personal information of 
250 individuals had been accessed without authorization.   

[9] The audit further showed that the subject lines of the 20,000 records would have been 
viewable to anyone who accessed the folder.  As a result, a further 80 individuals’ 
names and other personal information could have been viewed in the subject lines 
without opening the individual records.  The folder was improperly secured from 

                                                           
1 This person was authorized to access the records. 
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November 2017 to February 2020, during which time the records could have been 
viewed by any DOI employee.  It is not clear exactly how many DOI employees accessed 
these files without authorization.  DOI rightly characterized this situation as “improper 
information management practice” and recognized that the DIIMS folder had not been 
given “the required security permissions.”   

[10] There were 330 potentially affected individuals, including GNWT employees, former 
GNWT employees, students, and others.  The types of personal information disclosed 
without authorization included names, home addresses, telephone numbers, 
educational history, employment status and history, medical history, and personal 
opinions.   

[11] After receiving the notice from the second DOI employee on February 24, 2020, DOI 
notified the Access and Privacy Office (APO) and the Department of Justice about the 
breach.  DOI notified the Commissioner verbally on March 5, 2020, and in writing on 
March 13, 2020.   

[12] DOI took more than a year to complete the investigation, which DOI attributes to the 
COVID-19 pandemic, staff turnover, competing priorities, and the large scope of the 
breach.  Between April 30 and May 14, 2021, DOI sent notices of privacy breaches to 
330 affected individuals.  No individuals sought assistance from the Commissioner as a 
result of these notices. 

[13] DOI advises that the planning and execution of the investigation, mitigation, follow-up, 
and notifications involved numerous DOI employees and required hundreds of hours of 
employee time.  Institutionally, this privacy breach event has been a very significant and 
expensive event.  As DOI put it, “this experience has highlighted the importance of 
appropriate security settings on DIIMS files and the responsibility GNWT staff must take 
for their records management.” 

 

Mitigation Measures  

[14] Following the investigation of the unsecured folder, DOI instituted a number of 
measures intended to prevent future occurrence of this type of privacy breach: 

a. All DOI employees were directed to complete online training programs for 

i. DIIMS Awareness Training 

ii. Information Security Awareness Training 

iii. Access to Information and Protection of Privacy -- General Awareness 
Training 

b. Senior management were directed to follow up with their staff on this training. 

c. Senior management were provided with email reminders about their 
responsibilities to ensure their employees are aware of the privacy protection 
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obligations under the Access to Information and Protection of Privacy Act and to 
ensure their employees know how to properly manage electronic information.   

d. DOI sent an email to all employees providing tips on the proper use of DIIMS and 
reminding employees of the importance of protecting personal information and 
the need to save personal information in the proper location with the 
appropriate security permissions. 

e. DOI advised that it was developing a plan to increase the frequency of DIIMS 
tracking reports and monitoring. 

[15] In April 2021, DOI Senior Management Committee received a presentation about the 
breach and the investigation.    

 

The audit function 

[16] According to DOI, the DIIMS audit function is a useful investigation tool that can identify 
a user that accesses a record.  The audit will reveal if a record is viewed or downloaded, 
but it will not reveal if a record is printed, forwarded or copied.  However, this audit 
information is not available at the folder level, so it is not possible to determine what 
users may have viewed the listed contents of a folder, which includes the subject lines 
of files.   

[17] The audit function is also identified as a useful security measure:  knowledge that 
someone who opens a record can be identified should deter users from engaging in 
unauthorized access.  The deterrent effect depends on users of the system being aware 
of the tracking feature, which in turn requires users to be sufficiently trained in DIIMS 
operations.  Users also must be aware that intentional unauthorized access will give rise 
to possible disciplinary measures.  Otherwise, the audit function’s only use is as an 
investigation tool, not as a preventive security measure. 

 

Discovery of unauthorized access and use of personal information  

[18] During the investigation of the unsecured folders, DOI discovered that a former 
employee of the department [Applicant A] had accessed 228 emails from the large open 
folder and forwarded them to a personal email account.  As well, DOI discovered that 
112 emails from the employee’s government email account had been forwarded to a 
personal email account.  Of the 340 emails disclosed to the personal email account, 103 
were reported to contain personal information of 10 other individuals. The employee 
sent the emails to the personal email account between February and December 2018 – 
6 months to a year before reporting the open status of the folder to the Commissioner.  
During this time, the employee also forwarded 26 emails to a third party, said to be the 
employee’s legal counsel.  Seven of those emails contained personal information of 
other individuals.   
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[19] Applicant A was an employee of DOI, but Applicant A did not have authorization to 
access, use or disclose the personal information of other individuals.  Applicant A’s 
actions were made possible by the lack of proper security permissions on the folders 
where the records were stored.   

 

Mitigation measures:  

[20] After identifying the unsecured folder on February 25, 2020, DOI imposed security 
permissions to ensure the folder could only be accessed by authorized personnel.  This 
effectively prevented any other unauthorized DOI employees from accessing the folder 
or its contents.   

[21] DOI reports that it sent written notice of the privacy breach to the ten individuals whose 
personal information was accessed without authorization.  DOI advises that the notices 
described the breach and the type of information involved and also provided contact 
information on how to follow up on any concerns or questions, including contact 
information for the Office of the Information and Privacy Commissioner.  DOI reports it 
did not receive a response from any of these individuals.  My office also did not receive 
any related inquiries or requests for review. 

[22] DOI asked the former employee to delete all electronic records containing third party 
personal information, to destroy any physical copies of such records, and to complete a 
statutory declaration that this had been done.  The individual ceased to be an employee 
of the GNWT prior to 2020 and has not confirmed if these records were destroyed.  This 
issue is apparently part of ongoing litigation and will, presumably, be resolved in that 
process. 

 

An alleged breach of Applicant A’s privacy 

[23] Arising from the records that Applicant A accessed and forwarded to a personal email 
address, Applicant A alleged a breach of privacy of his personal information: a resume 
that Applicant A submitted in a prior job application process had been disclosed to other 
DOI management personnel without Applicant A’s consent.  Applicant A says this 
resume had been disclosed to DOI in the context of a confidential hiring process to 
which the supervisor was not privy.  Applicant A complains that the distribution of this 
resume without first seeking and obtaining consent is an unauthorized disclosure of 
personal information. 

[24] DOI responded that the supervisor circulated the resume to certain individuals for the 
limited purposes of addressing a workplace assessment that spanned two regions 
served by the department, and addressing a personnel conflict involving Applicant A.  
DOI says the resume was shared with Human Resources personnel, the Regional 
Superintendent, the HR Client Services Manager, and the independent contractor 
retained for the purpose of conducting the workplace assessment.  DOI relies on section 
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48(g) of the Access to Information and Protection of Privacy Act as authority to use and 
disclose personal information in these circumstances.  

 

Department of Finance 

Insecure storage of personal information:  

[25] At roughly the same time as the privacy breach involving DOI’s use of DIIMS was being 
addressed, a similar situation came to light involving the Department of Finance’s use of 
DIIMS.   Operationally, the situations arose independently; however, the situations are 
sufficiently similar that it is appropriate to address both in the same review. 

[26] On February 27, 2020, an employee [Applicant B] with the Department of Finance (DOF) 
submitted a request for review with the Office of the Information and Privacy 
Commissioner, alleging that DOF had used or disclosed personal information without 
authorization.    

[27] Applicant B discovered an unsecured folder that was accessible to any employee of the 
branch of DOF where the employee was employed.  The folder held records containing 
employees’ personal information, consisting of emails between different levels of 
management regarding potentially sensitive employment issues of certain employees, 
including Applicant B.    

[28] Applicant B notified their collective bargaining unit, the Union of Northern Workers 
(UNW), and the UNW notified DOF of the privacy breach on February 28, 2020.  
Applicant B notified DOF directly on March 2, 2020.   

[29] DOF immediately instructed its Corporate Information Management (CIM) team to 
secure the folder and assist in determining if there were other folders or locations 
within DIIMS where sensitive records might be located without appropriate security 
permissions set.  Later, DOF undertook an investigation involving the subject employee, 
Labour Relations, Human Resources, the UNW, and the Director of Application Services.  
The investigation sought to determine the details of the privacy breach and if there was 
any wrongdoing involved. 

[30] DOF reports that the situation was created by a former director who left the 
organization in the fall of 2019.  Before leaving, the director used a pre-existing folder to 
save emails on a variety of matters, including sensitive communications containing 
employees’ personal information.  The permissions on this folder were never set to 
restrict access and the folder was therefore open to all within the branch.    

[31] Whether the director was aware of the folder’s lack of security is a matter of 
speculation, but neither the director nor anyone else within DOF checked the folder’s 
security settings before utilizing it to store records containing personal information. 

[32] The investigation determined that 3163 files from the original open folder had been 
viewed; 106 were related to Applicant B and 83 were related to other employees.   
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[33] During the investigation, DOF located another open folder where Applicant B had copied 
314 records from the open folder.  28 of these copied records were related to Applicant 
B and 20 others were related to other employees.  Further investigation revealed that 
Applicant B collected these records based on a misunderstanding that the Commissioner 
had requested Applicant B to gather evidence of this kind.  Applicant B later confirmed 
to DOF that these records had been deleted or destroyed and none of the information 
had been shared with anyone else.   

 

Mitigation measures 

[34] Following its investigation, DOF advises that its officials took the following additional 
steps to address this privacy breach: 

a. An Assistant Deputy Minister instructed all managers to store sensitive 
information in folders with appropriate security permissions and directed that all 
human resources folders should be renamed to use only position titles and 
position numbers rather than names.  These security measures were intended to 
restrict access to sensitive records to authorized people only and to prevent 
inadvertent unauthorized viewing of personal information (i.e., where personal 
information may appear in file names). 

b. Employees, including Applicant B, were advised of the proper procedure for 
employees to follow upon discovering a data breach, i.e., to notify their 
supervisor [or manager or director] immediately. 

c. Notice of the privacy breach was provided to all affected individuals on August 
21, 2020, which included notice of the right to request a review of the privacy 
breach by the Commissioner.  Other than the original request from Applicant B, 
this office received no request for review.  

d. DOF took no disciplinary action against Applicant B as the unauthorized access 
and copying of the records was not done in bad faith and the breach of privacy 
did not extend beyond Applicant B.   

[35] DOF advised the Commissioner that the notices to affected individuals were sent and 
the other mitigative measures had been attended to on or before August 21, 2020.   

[36] DOF made no commitments regarding training for employees either in regard to proper 
use of DIIMS, in regard to privacy protection generally, or in regard to responding 
properly to privacy breaches. 

 

Delay in responding to the Commissioner during the review 

[37] The Commissioner and DOF received notice of the privacy breach from Applicant B at 
about the same time, in late February 2020.  The Commissioner wrote to DOF on August 
18, 2020, advising of the request for review and requesting DOF to investigate and 
provide a copy of the report on the investigation.  Coincidently, this was only a few days 
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before DOF concluded its investigation.  The Commissioner sent reminder letters on 
October 5, 2020, and October 29, 2020, without receiving a response.  On May 6, 2021, 
the Commissioner and a director in DOF spoke by telephone and DOF advised there had 
in fact been an investigation; information was obtained, and measures taken, but 
through some unspecified oversight DOF had not responded to the Commissioner.  DOF 
sent a written response to the Commissioner on May 12, 2021. 

[38] The Commissioner sent several follow-up questions on May 18, 2021.  Reminder emails 
were sent July 26, September 17, and November 12, which ultimately led to a response 
letter from DOF dated November 15, 2021, which provided additional details about the 
privacy breach and the public body’s response. 

 

DISCUSSION  

[39] These circumstances require consideration of a legal obligation for public bodies under 
the ATIPPA: 

42. The head of a public body shall protect personal information by making reasonable 
security arrangements against such risks as unauthorized access, collection, use, disclosure 
or disposal. 

[40] Section 42 sets a standard of “reasonable security arrangements.”  The legal obligation 
to protect personal information entails the obligation to actually acquire and implement 
security measures necessary to satisfy the standard of “reasonable.”   

[41] Putting personal information in a place easily accessible by unauthorized individuals is 
plainly not a reasonable security arrangement against the risk of unauthorized access.  
DIIMS is an electronic information management system that has some effective security 
measures ‘built in’, but they have to be utilized for personal information to have actual 
protection.   

[42] The most immediate deficiency in both DOI and DOF was that the DIIMS folders in 
question were not secured by appropriate permissions, leaving them open for viewing 
by anyone with DIIMS access within the public body.  When a new folder is set up in 
DIIMS, permission settings allow the creator of the folder to control who may access any 
records within the folder.  Access to a folder, or subfolder, can be restricted to specific 
individuals’ usernames or to user groups.  Additional security can be placed on 
individual records within the folder through additional permission settings.  This is a 
highly useful security measure.   

[43] The DOI folder and its contents were viewable by any DOI employee because no 
restrictive permissions had been set.  The folder in DOF was viewable by employees 
within the particular branch of DOF, again because appropriate restrictive permissions 
had not been set.  The information in both cases was sensitive personal information and 
appropriate access permissions should have been set before personal information was 
placed in the folders.  In each instance, the failure to set folder access permissions 
appropriately led to unauthorized access of personal information.  In each case, at least 
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one employee copied records from the folder and placed them in another folder which 
was also not secured with any access restrictions.  In the case of DOI, Applicant A copied 
and emailed records to a personal email address.  The overall impression is that the 
proper use of access restrictions for DIIMS is neither well understood by the public 
bodies and this security measure has been poorly implemented and maintained. 

 

Department of DOI  

[44] At DOI the open folder situation persisted from 2017 until 2020, even though Applicant 
A accessed and copied records over a period of 6 months to a year in 2018.   

[45] The first and most significant mistake was having the folder unsecured and therefore 
viewable without limitation.  Once discovered, DOI acted immediately and applied 
appropriate security controls to the folder so only authorized persons could open the 
folder and view the contents.  DOF took similar action as well.  Evidently, the tools were 
at hand, and were reasonably easy to use. 

[46] Why were access permissions not set when the folder was created? Why was the lack of 
reasonable security not noticed from 2017 to 2020?  The first question does not have an 
answer other than ‘inadvertence.’  DOI concedes that permissions should have been set 
appropriately at the first instance and appear to have simply been overlooked.   

[47] I pause to reflect that this ‘oversight’ at creation of the folder may be attributable to 
various possibilities including: 

a. a lack of established procedures or instructions for creating new folder 
structures within DIIMS, including checklists for appropriate security measures; 

b. a lack of time or attention to detail when creating new folder structures; 

c. a lack of DIIMS training for the individual(s) involved in creating new folder 
structures; or 

d. a lack of planning for the present and future use of the folder structure when it 
was created. 

[48] I pause to further reflect on the fact that many records were added to the folder and 
viewed by DOI employees from 2017 to 2020.  The problem persisted for more than two 
years before the issue was recognized and action taken.   Any DOI employee who added 
a record to the folder should have checked the permissions settings on the folder to 
ensure they were appropriate for records containing personal information. These were 
records that should not have been stored in any open access folder.  Any DOI employee 
who opened the folder without proper authorization should have realized that the 
folder contained personal information for which the employee should not have access. 
Such employees should have reported this lack of security, yet no one reported the 
problem to management during that time.  
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[49] I can only conclude that: 

a. no one noticed the absence of security measures;  

b. no one recognized this situation as posing an unreasonable security risk; or 

c. no one understood the public body’s legal obligation to protect personal 
information by making reasonable security arrangements and reporting any 
subsequent breaches of security. 

d. no one understood the necessity of reporting to management about the absence 
of proper security permission settings.  

[50] Applicant A recognized the lack of security and took the step of notifying the 
Information and Privacy Commissioner of the situation in August of 2019.  DOI reports 
that the audit showed Applicant A accessed records from the folder in 2018.  It is not 
clear exactly why there was this delay in reporting, when Applicant A realized the 
situation was a problem, or why Applicant A alerted the Commissioner rather than DOI 
management.   

[51] The duration of the unsecured folder situation strongly suggests that DOI employees 
were not sufficiently aware of, or attentive to, privacy issues regarding DIIMS.   It also 
indicates there was no effective auditing program in place to ensure that the public 
body’s DIIMS files containing personal information were protected by reasonable 
security arrangements.  Awareness of privacy issues regarding DIIMS is a matter that 
appropriate training can help address.  An effective auditing program may require 
further work to develop.  The GNWT’s Management of Electronic Information Policy2 
states that “government bodies will manage electronic information in their custody or 
under their control in a way that is consistent with this policy and complies with 
the Archives Act, the Access to Information and Protection of Privacy Act,…”  In my view, 
the need for more and better auditing is demonstrated by these breach events. 

  

Regarding the alleged unauthorized access of Applicant A’s personal information  

[52] Applicant A expressed concern about DOI’s use of A’s personal information without A’s 
knowledge or consent.  Applicant A was initially concerned about the storage of 
personal information in unsecured folders, and later regarding the use of an 
employment resume.   

[53] During the investigation, DOI determined that records with Applicant A’s personal 
information were stored both in the larger open folder and in an open folder created by 
Applicant A’s supervisor.  I have already addressed the lack of reasonable security 
arrangements for the larger open folder.  The potential for unauthorized access and use 
of unsecured records is exemplified by Applicant A’s actions in 2018, when Applicant A 
copied records from the open folder and sent them to a private email address.  Those 

                                                           
2 See https://www.fin.gov.nt.ca/en/imtpm/information-management/management-electric  
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records contained other people’s personal information, and Applicant A’s access and 
use constituted unauthorized access. 

[54] The actions of Applicant A’s supervisor are different in some respects.  Copying records 
from one open folder to another increases the number of unsecured storage locations 
for personal information.  This action is clearly counterproductive from a record security 
perspective.  Fortunately, the DOI audit revealed there was no unauthorized access the 
records stored in the supervisor’s folder.  The audit showed that only the supervisor and 
an Access to Information official accessed these records, and these were authorized 
employees. 

[55] In the course of reviewing the contents of the larger unsecured folder, Applicant A 
discovered that an employment resume had been shared by management for purposes 
unrelated to the job competition for which it had been submitted.  Applicant A says this 
was unauthorized use of personal information.  Central to the objection is the assertion 
that the resume was for a confidential job application process only and there was no 
consent for any other use. 

[56] DOI says that the use of the resume was authorized by section 48(g) of the ATIPPA: 

48. A public body may disclose personal information 

… 

(g) for the purpose of hiring, managing or administering personnel of the Government of 
the Northwest Territories or a public body;  

[57] Where the DOI uses personal information in the context of managing or administering 
personnel, section 43(c) is relevant: 

43. A public body may use personal information only  

(a) for the purpose for which the information was collected or compiled, or for a use 
consistent with that purpose;  

(b) if the individual the information is about has identified the information and 
consented, in the prescribed manner, to the use; or  

(c) for a purpose for which the information may be disclosed to that public body under 
Division C of this Part.3 

[58] DOI says it shared the resume while conducting a workplace assessment.  DOI says one 
of the issues in the workplace assessment was the consideration of applicants’ 
qualifications when making hiring decisions.  Applicant A had apparently raised the issue 
of qualifications regarding a specific hiring decision and the resume was being 
considered in that context.  There is no allegation that the resume or its contents were 
disclosed beyond the individuals engaged in the workplace assessment.   

[59] During the same time frame, DOI was also dealing with a conflict between personnel, 
one of whom was Applicant A.  DOI says resolution of the personnel conflict was dealt 
with by DOI Human Resource Officials, and the use of any of Applicant A’s personal 

                                                           
3 Division C deals with disclosure of personal information.  It includes section 48. 
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information was for that purpose.  There is no suggestion that any DOI employee or 
contractor disclosed any of Applicant A’s personal information beyond what was 
necessary for the tasks involved.  

[60] Applicant A raises the issue that the resume was submitted in a confidential context, 
being an application on a job competition, and that use of the document for any other 
purpose should require consent.  This issue deserves consideration as Part 2 of the 
ATIPPA restricts public bodies from collecting, using or disclosing personal information 
unless it is specifically authorized.   

[61] Section 43 provides three categories where use of personal information is allowed.  

a. Subsection 43(a) allows use of personal information for the purpose for which it 
was collected or a use consistent with that purpose.  This would allow use of the 
resume for the purpose of the job competition or uses consistent with that 
purpose.   

b. Subsection 43(a) does not appear to apply in this case.  Subsection 43(b) allows 
use of personal information where the individual has consented.  That does not 
apply in this case as there is no evidence that Applicant A gave consent.   

c. Subsection 43(c) allows use in any of the categories where disclosure is 
permitted under section 48.   

[62] Section 48 includes some 26 categories where a public body is authorized to disclose 
personal information.   Subsection 48(g) allows the use of personal information for the 
purpose of hiring, managing or administering personnel.  DOI says it used the 
information for such purposes.  There is no evidence of sharing of the resume or the 
personal information contained therein beyond the individuals involved in the 
workplace assessment or the personnel dispute resolution or for any other purpose.  
There is also no evidence of a specific undertaking or promise by the DOI to not use 
personal information in the resume for purposes of managing or administering 
personnel.   

[63] In my view, the disclosure and use of Applicant A’s personal information contained in 
the resume was within the scope of subsections 48(g) and 43(c) of the ATIPPA and the 
DOI did not breach Applicant A’s privacy in the context of the workplace assessment or 
in dealing with the personnel conflict. 

 

Department of Finance 

[64] At DOF, the issue of the unsecured folder existed from fall 2019, when the director 
placed the records in the folder, until Applicant B reported the issue in late February 
2020.   

[65] ATIPPA requires public bodies to make reasonable security arrangements to protect 
personal information.    As discussed above, DIIMS had folder access permission settings 
that could provide reasonable security for records containing personal information.  
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Merely having an information management system with those features does not satisfy 
the obligation to make reasonable security arrangements: the obligation requires the 
public body to implement, maintain and update the security features as required.   

[66] To prevent similar privacy breaches in the future, DOF says that it should “ensure that 
staff are aware of the proper DIIMS locations to save sensitive materials.”  In my view, 
this is a good place to start, but more detail would be helpful.  I will make 
recommendations in that regard. 

 

General Comment 

[67] Protecting privacy interests requires the expenditure of public resources.  Public 
resources are finite; however, from a practical, economic perspective, it will benefit 
public bodies to utilize reasonable security measures to prevent privacy breaches.  As 
DOI’s experience demonstrates, the failure to properly set access permissions for a 
folder [a task costing minimal time and resources] led to a significant expenditure of 
resources – a team of five staff working “hundreds of hours” – in order to investigate 
the privacy breach, to provide the appropriate notice to affected individuals and to 
respond to the requirements of this review.  This response was required by the ATIPPA 
in addition to the relatively minor effort required to set the appropriate security 
permissions for the folder.  Implementing these security measures would have required 
no more effort at the outset than it did after the breach was discovered, but the effort 
and expense required for the response to the breach could have been avoided by taking 
the proper steps at the outset. 

[68] A similar observation can be made regarding the DOF privacy breach.  While there is less 
detail regarding the efforts expended by the DOF to investigate, give notice, and take 
mitigative measures, it is reasonable to infer that significant resources were required.  
Again, the expenditure of resources could have been avoided by employing the available 
security arrangements, i.e., setting the appropriate folder access permissions.   

[69] Fundamentally, both privacy breaches occurred because individuals placed records with 
personal information into DIIMS folders without checking for or employing appropriate 
security settings.  If an individual saves a record in a folder, the same individual should 
ensure appropriate security settings are used. That did not happen.  Individually, the 
time and effort saved by not setting the appropriate security permissions would have 
been minimal.  Institutionally, the cost to the public bodies was significant, both 
financially and otherwise, such as the impact on the public’s confidence in the 
governments’ ability to protect personal privacy according to the legislation.   

[70] In the case of DOI, the open folder was in use from 2017 to 2020 before the privacy 
issue was discovered.  Applicant A accessed other individuals’ personal information in 
the open folder in 2018 but did not notify the DOI at this time [or thereafter] and only 
notified the Commissioner in August of 2019.  Applicant A should have been aware that 
accessing other individuals’ personal information without authorization was a breach of 
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the ATIPPA.  Unfortunately, incidence of this behaviour is reasonably predictable; 
fortunately, it is preventable with tools existing in DIIMS.   

[71] In the case of DOF, the folder in question was in use for some time and was open to all 
employees in the specific branch within DOF.  Again, the individual who placed the 
records in the folder should have known that records containing employees’ personal 
information should be protected by the security measures that were available within 
DIIMS.  Those tools were not used. 

 

Other security measures?   

[72] Apart from the existence and use of permission settings for DIIMS folders, there are 
other relevant issues to consider.  For instance, do the public bodies have a procedure 
to ensure that folder access permissions are amended as required when on-boarding 
and off-boarding employees?   In the DOF situation, the open folder issue might have 
been caught before a privacy breach occurred if the folders where the director placed 
records were checked as part of an offboarding procedure.  

[73] Another general question is whether there are any password or other measures in place 
to provide extra levels of security where needed?  Could the records in question have 
been given additional security protection?   Intuitively, I expect the answer is ‘yes.’  
However, it seems unlikely that this would have made a difference here, as the problem 
was not the lack of appropriate security measures but rather the failure to use them.  
Additional record security measures may be appropriate for some types of information, 
but they must be used properly in order to have the desired effect. 

[74] Can the audit function deter unauthorized records access?  If employees are not aware 
the audit function can track who is accessing records, then it cannot serve as a 
deterrent. If employees are not aware the risk of discovery exists, the audit function is 
limited to an investigation and policing tool.  A clear, widely communicated description 
of the power of the audit function to discover unauthorized access might be an effective 
deterrent.    

[75] DOI advised that “Senior Management and all GNWT employees are expected to ensure 
that information stored in DIIMS is only accessible to the appropriate individuals as per 
the direction within the DIIMS End User Training on access control permissions.”   

[76] Some of these training requirements overlap with the GNWT’s Protection of Privacy 
Policy:4 

6. Provisions 
 

(1) Privacy Management Program 
Guidelines for developing a privacy management program, privacy training and a 
Protection of Privacy procedures manual, will be established and maintained by the 
Department of Justice to support government departments in implementing and 

                                                           
4 The Privacy Protection Policy 82.10 was in place as of August 29, 2019. 
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promoting good privacy practices based on established privacy standards which, taken as a 
whole, will constitute the development of departmental specific privacy management 
programs. 

(2) Privacy Breach Reporting 
Upon discovery of a privacy breach, employees must immediately report actual or 
suspected Privacy Breaches to their Departmental Privacy Officer, who is responsible 
for reporting the breach to the Deputy Head and program lead. 
The Deputy Head, in consultation with the Department of Justice, GNWT Access and 
Privacy Office, must report the breach to the Information and Privacy Commissioner, in 
accordance with the Act, if the breach of privacy is considered material. 

 

[77] I have not reviewed the DIIMS End User Training, but there is an apparent need among 
both management and staff to improve the knowledge of how and when to use DIIMS’ 
security features.  DIIMS users must be able to properly assess the appropriate 
protection required for personal information stored in electronic records and be able to 
act accordingly.  

 

DISPOSITION  

[78] The ATIPPA provides the Commissioner with some limited authority to make orders to 
address breaches of privacy.  In my view, there is no relevant order to make in these 
matters.  I will make a few recommendations to assist the public bodies in preventing 
similar privacy breaches in the future. 

 

Recommendations 

I recommend that the public bodies take all reasonable steps to: 

 

[1] Review and implement employee training programs to ensure all new and existing 
employees are provided appropriate training and possess sufficient skills and knowledge 
in the use of DIIMS, commensurate with each employee’s scope of employment and 
anticipated use of DIIMS.  The experience of the Department of Infrastructure in 
responding to this privacy breach should be considered for use as a training example to 
show the potential impact of failing to set access permissions correctly. Employees need 
to be able to know how to prevent a breach of privacy, to recognize a breach of privacy 
if one occurs, and to know how to respond appropriately if there is a breach. 

[2] Ensure that DIIMS access permission settings for folders and records are reviewed and 
amended accordingly whenever an employee changes job positions or ends 
employment with the GNWT. 
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[3] Develop an audit process that involves the regular review and maintenance of DIIMS 
content and security settings to ensure folders and records that contain personal 
information have reasonable security arrangements in place to protect the privacy 
interest in the personal information.   

[4] Ensure that all employees are aware of the audit capability of DIIMS to identify users 
who access DIIMS records. 

 

 

 

Andrew E. Fox 
Information and Privacy Commissioner  
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